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FIGURE 3 



SENDING SYSTEM 
100 



Digital 
Docunnent 
(3) 




Key 
Registration 
Module 
(105) 




Autiientication 
Module 
(102) 



Secure 
Connection 
Module 
(103) 



Encryption/ 
Decryption 
Module 
(104) 



2A 



1A 



OPERATIONS 
CENTER 200 



Public Key 

Directory 
(210) 



Directory 
Interface 

(201) 
1 

i 




Key Manager 
Module 
(205) 


< 


Secure 
Connection 
Module 
(204) 










Authentication 
Module 
(202) 




Storage Area 
(206) 


^ ► 



Messaging 
Module 
(203) 




2B- 



IB 



Escrow 
Manager 
(211) 



Key 
Registration 
Module 
(305) 




Authentication 
Module 
(302) 



Secure 
Connection 
Module 
(303) 



Encryption/ 
Decryption 
Module 
(304) 



/ 



RECEIVING SYSTEM 
300 



Digital 
Document 

(3) 



Secure and reliable document delivery using routing 
lists; Inventors: Eng-Whatt Toh at al • ^ 
Docket No.: 20735-05505 



FIGURE 4 



450 

Associate Sender (100) with 
a Sender Public key (402) 
See Fig. 8 at 830. 
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key pair (401, 402- 
respectively) 
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Sender (100) desires to 
deliver document 
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next stage of routing list for 
document 
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Sender (100) uses key (404/406) to encrypt either: 
(a) Document (3) or (b) Document Decryption Key (412) 
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495 

OC (200) receive query from Sender (100) to 
determine if Recipient (300) accepts direct 
transfer. 
See Figures 5-7 
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FIGURE 5 
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OC (200) receives Delivery 
(510) from Sender (100) 
and stores it 
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OC (200) notifies Recipient (300) 
that it is holding a delivery (516) 
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Recipient (300) receives notice 
from OC (200) 
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If necessary, Recipient (300) 
registers with OC (200), or 
generate a new private-public 
key pair (403, 404- respectively). 
See Figure 8 
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Recipient (300) authenticates 

to OC (200) 
using its private public key pair 
(403-404 - respectively) 
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Establish a secure connection (2B) 
between Recipient (300) and OC 
(200) 
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OC (200) transmits Delivery (510) 
to Recipient (300) 



570 

Recipient sends 

notification of integrity and 
digital signature 
to OC (200) 
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Recipient (300) verifies 
integrity and digital 
signature of Sender (100) 
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560 

Recipient (300) receives Delivery 
(510) and decrypts the document (3). 
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FIGURE 6 
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Sender (100) 
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Sender (100) initiates 
secure connection (2C) 
with Recipient (300) 
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secure connection (2C) 
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Send notifications to OC (200) 
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Recipient (300) decrypts 
document (3) 
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Recipient (300) verfies integrity 
& digital signature 
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Recipient sends notification of 
integrity and digital signature 
to OC (200) 
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FIGURE 7 
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OC (200) receives notice 
from Sender (100) that it 
has a pending delivery 
(510) 
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OC (200) notifies Recipient 
(300) of pending delivery 
(510) waiting at the Sender 
(100) 



i 



710 

Recipient (300) connects to 
OC (200) 
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authenticates to OC (200) 
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Establish a secure 
connection (2B) between 
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(300) 
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Recipient (300) initiates 
secure connection (2C) 
with sender (100) 
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If necessary, Recipient 
(300) registers with the OC 
(200) or generates a new 
private-public key pair 
(403, 404 respectively) 
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Recipient (300) sends 
notification of integrity and 
digital signature to OC 
(200) 
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Recipient (300) verifies 
integrity and digital 
signature 
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Recipient (300) decrypts 
document (3) 
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FIGURE 8 
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Client private-public key pair 
(890, 892 - respectively) is 
generated or provided 
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Account profile (801) is stored 
on Client System 
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Client Public key (892) is 
associated with Client (899) 
and stored in a Public key 
Directory (210) 
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FIGURE 9 
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FIGURE 10A 



Routing List Identifier: Iist1 
Routing List Definition: 
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FIGURE 10B 



Routing List Identifier: review.team@xyz.com 
Routing List Definition: 



Stage 

1 

2 

3 

4 



Recipients 
A 

Group B 
Group C 
D 



Rules 
None 

Route to all members in Group B 

after A has completed review 

Route to corresponding Group C member 

after Group B member has completed review 

Route to D only after all members in Group C 

have completed review 
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FIGURE 10C 



Routing List Identifier: newsales@routinglists.xyz.com 
Routing List Definition: 

Stage Recipients Rules 

1 Sales Mgr Route to regional sales manager for the 

originating salesperson 

2 Credit Dept Route to credit dept representative for the 

corresponding sales region 

3 VP and legal Route only if amount is over $100,000 

4 Acct, ship None 



